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FOREWORD

This Regulation is issued under the authority of DoD Directive 5400. 11,
“Department of Defense Privacy Program " June 9, 1982. Its purpose is to
prescribe uniform procedures for inplementation of the Defense Privacy Program

This Regul ation applies to the Ofice of the Secretary of Defense, the
Mlitary Departnents, the Organization of the Joint Chiefs of Staff, and the
Def ense Agencies (hereafter referred to as “DoD Conmponents”). It applies to
the National Security Agency only to the extent that its provisions are not
i nconsistent with Public Laws 86-36 and 88-290.

The provisions of this Regulation shall be applicable by contract or
other legally binding action to U S. Government contractors whenever a DoD
contract is let for the operation of a systemof records or a portion of a
system of records. For purposes of responsibilities under DoD Directive

5400. 11, contractor enpl oyees shall be considered enpl oyees of the contracting
DoD Conponent .

This Regul ation does not apply to:

1. Requeests for information nade under the Freedom of Information Act
(DoD Directive 5400. 7). These are processed in accordance with DoD 5400. 7- R,
“DoD Freedom of Information Act Program” December 1980.

2.  Requests for information fromsystens of records controlled by the
O fice of Personnel Managenent (OPM), al t hough maintained by a DoD Conponent.
These are processed under the applicable parts of the OPM S Federal Personnel
Manual .

3. Requests for personal information fromthe General Accounting Ofice.
These are processed in accordance with DoD Directive 7650.1, “General Accounting
O fice Access to Records,” August 26, 1982.

4,  Requests for personal information from Congress. These are processed
in accordance with DoD Directive 5400.4, “Provision of Information to Congress,”
January 30, 1978, except for those specific provisions in Chapter 4 of this
Regul ati on.

This Regulation is effective imediately and is mandatory for use by all
DoD Conponents. Heads of DoD Conponents nmay issue supplenentary instructions
only when necessary to provide for unique requirenents within their Conponents.
Such instructions may not conflict with the provisions of this Regulation.



Forward recomended changes through appropriate charnels to:

Director, Defense Privacy Ofice
CSD Mail Room Room 3A- 948

The Pent agon

Washi ngton, D.C. 20301

DoD Conponents may obtain copies of this Regulation through their own
publications channels. Qher federal agencies and the public may obtain
copies fromthe Director, U S. Naval Publications and Forns Center, 5801

Tabor Avenue, Philadel phia, PA 19120.

D. O Cooke
Deputy Assistant Secretary of Defense
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DEFI NI TI ONS

1. Access. The review of a record or a copy of a record or parts thereof
in a system of records by any individual (see also paragraph 7., below).

2. Agency. For the purposes of disclosing records subject to the Privacy
Act anong DoD Conponents, the Departnent of Defense is a considered a single
agency. For all other purposes to include applications for access and amendnent,
denial of access or anmendnent, appeals fromdenials, and record keeping as
regards rel ease to non-DoD agencies; each DoD Conponent is considered an agency
within the neaning of the Privacy Act.

3. Confidential source. A person or organization who has furnished infor-
mation to the federal governnent under an express prom se that the person's or
the organization’s identity will be held in confidence or under an inplied

prom se of such confidentiality if this inplied prom se was nmade before
Sept enber 27, 1975.

4, Disclosure. The transfer of any personal information froma system
of records by any nmeans of communication (such as oral, witten, electronic,
mechanical, or actual review) to any person, private entity, or governnent
agency, other than the subject of the record, the subject’s designated
agent or the subject’s |egal guardian.

5. Individual. A living citizen of the United States or an alien |aw
fully admtted to the United States for permanent residence. The |egal
guardi an of an individual has the same rights as the individual and may act on
his or her behalf. No rights are vested in the representative of a dead per-
son under this Regulation and the term“individual” does not enbrace an indi-

vidual acting in an interpersonal capacity (for example, sole proprietorship
or partnership).

6. Individual access. Access to information pertaining to the individual
by the individual or his or her designated agent or |egal guardian.

7. Maintain. | ncl udes naintain, collect, use, or dissem nate.

8. Oficial use. Wthin the context of this Regulation, this term
i s used when officials and enpl oyees of a DoD Conponent have a denonstrated
need for the use of any record or the information contained therein in the
performance of their official duties, subject to DoD 5200.1-R (reference (a)).

9. Personal information. Information about an individual that is inti-
mate or private to the individual, as distinguished frominformation related
solely to the individual’'s official functions or public life.

10. Privacy Act. The Privacy Act of 1974, as anended, 5 U.S.C. 552a
(reference (b)).

X




11.  Privacy Act request. A request from an individual for notification
as to the existence of, access to, or amendnent of records pertaining to that
individual.  These records nmust be nmaintained in a systemof records. The
request nmust indicate that it is being made under the Privacy Act to be con-
sidered a Privacy Act request.

12. Menber of the public. Any individual or party acting in a private
capacity to include federal enployees or mlitary personnel.

13. Record. Any item collection, or grouping of information about an
i ndividual that is maintained by an agency, including, but not [imted to, the
i ndi vidual’s education, financial transactions, medical history, and crimnal
or enmploynment history, and that contains the individual’'s nane, or the identi-
fying nunber, symbol, or other identifying particular assigned to the indi-
vidua 1, such as a finger or voice print or a photograph.

14,  Risk assessment. An analysis considering information sensitivity,
vul nerabilities, and the cost to a conputer facility or word processing activ-
ity in safeguarding personal information processed or stored in the facility
or activity.

15, Routine use. The disclosure of a record outside the Departnent of
Defense for a use that is conpatible with the purpose for which the infornma-
tion was collected and mai ntai ned by the Departnent of Defense. The routine
use must be included in the published systemnotice for the system of records
| nvol ved.

16. Statistical record. A record naintained only for statistical research
or reporting purposes and not used in whole or in part in making determ nations
about specific individuals.

17. System of records. A group of records under the control of a DoD Com
ponent fromwhich information is retrieved by the individual’s nane or by sone
i dentifying nunber, synbol, or other identifying particular assigned to the
individual. Systemnotices for all Privacy Act systens of records nust be
published in the Federal Register.

18.  Wrd processing system A conbination of equiprment enploying auto-
mat ed technol ogy, systematic procedures, and trained personnel for the prinary
pur pose of manipul ating human thoughts and verbal or witten comunications
into a formsuitable to the originator. The results are witten or graphic
presentations intended to conmmunicate verbally or visually with another indi-
vi dual .

19.  Word processing equi pnment. Any conbination of electronic hardware
and conputer software integrated in a variety of fornms (firnmware, programmable
software, hardwiring, or simlar equipnent) that pernits the processing of
textual data. Generally, the equipnent contains a device to receive inforna-
tion, a conmputer-like processor wth various capabilities to manipulate the
information, a storage nedium and an out put device.
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